
AntiFraud
.AI
It protects users from cyber fraud like 
identity theft, phishing, and unauthorized 
data access

Tools Used

Project brief

AntiFraud.AI is a Fraud protection app that helps protect users from online fraud, phishing, identity 
theft, and data leaks. It uses smart alerts and tools to keep personal information safe on mobile and 
desktop devices.

Problem

In today’s digital world, people are constantly exposed to online fraud—through fake links, scam 

messages, phishing emails, Fake banking OTP’s and malicious apps. Many users don’t have the 

technical knowledge to identify threats or protect themselves. They unknowingly share sensitive 

information, leading to identity theft, financial loss, and privacy breaches.

Business Objective

Protect users from digital fraud while enabling safe and seamless digital payments.


Contemporary look and feel design

Possible Solutions

Based on all the information collected through research and findings, I determined that an application 
will require the following functionalities to effectively prevent and protect against online fraud.

Alerts on receiving 
Fraudulent Call

Secures online transactions 
from Frauds

Alerts on unauthorized 
usage of Mic/Cam

Notifies if your sensitive 
data is Leaked on Dark Web

Blocks unsafe websites and protects 
you from online threats.

Alerts you if your screen is being 
shared, while on a call.

Alerts you on detecting a 
fraud app.

Payee Name 
Announcer


Know the User

As part of the design process, I studied who the users are 

Seniors citizens (who are not tech savy)


Students


Working professionals

Our Approach

Followed a structured UX process from research to final design delivery.

Understand Explore Define Create Test

Activities

• Explore and understand the facts 

and critical assumptions

• Engage with specialists and 

Product Owners

Activities Activities

• Understand Insights and 

research findings

• Build, combine and iterate 

screen flows

• Create high level persona with 

goals and influencers

Activities

• Visual Design Language & Direction

Primary Research

I spoke with seniors, parents, and working users to understand how they handle 
payments, messages, and OTPs.


This research revealed common struggles with fake links, pop-ups, and trusting 
familiar icons or colors.

Key findings:



Users cannot easily identify real vs fake links or ads.


Seniors feel nervous and stressed during UPI payments.


Most users don’t read warnings—they quickly tap “Allow” or “Accept.”


Users trust familiar colors, icons, and logos even when they are fake.

Secondary Research

To understand online fraud and current security solutions, I studied industry reports, 
competitor apps, and cybersecurity guidelines.



What I did:



Competitor Study: Checked apps like Truecaller, Google Play Protect, Paytm Security 
and banking apps to see what they do well and where they fall short.


Market Research: Reviewed common scams in India such as UPI fraud, fake customer-
care numbers, job scams, investment scams, and phishing links.



UX Benchmarking: Looked at global apps like Norton, McAfee, and Microsoft Defender 
to learn best safety practices.

Competitive Analysis

To understand online fraud and current security solutions, I studied industry reports, 
Understanding the fraud protection landscape and positioning AntiFraud.ai



App / Product

Truecaller

Google Play Protect

Banking Apps

Paytm / PhonePe

Norton / McAfee

Strengths

Spam call ID

App safety

Secure UPI

Payment safety

Strong security

Gaps

No UPI or link scam detection

Limited real-time scam alerts

Not for browsing or links

No fraud message scanning

Not India-specific scams

Opportunities for AntiFraud.ai

Add deeper fraud protection

Better real-time detection

One platform for all scams

AI messaging protection

User Journey map

Age : 62



Role : Retired



Tech level : Low



Device : Android phone

Pain Points

Worries about scanning unsafe or 
fake QR codes

Accidentally clicks on ads or unsafe 
links

Afraid of losing money online.

Gets stressed when phone shows 
warnings

Depends on children or family for 
help

Goals

Stay safe from UPI, bank, and 
customer-care scams.

Have a trusted app that 
automatically blocks risky links and 
calls.

Get very simple, easy-to-understand 
alerts.

Age : 16



Role: Student, Mobile Gamer



Tech level : Medium



Device : Android phone

Pain Points

G ets gaming-coin scam links 
frequently.

Doesn’t check if a payment page is 
secure.

Uses public Wi-Fi without 
protection.

Goals

Stay safe while browsing, gaming, 
YouTube, Instagram.

Lightweight app, no slowdowns.

Wants to be careful online and keep 
her personal data safe.

Age : 34



Role: Corporate employee



Tech level : High



Device : Android phone/Iphone

Pain Points

D ifficulty in distinguishing 
between legitimate and fraudulent 
communications or apps, leading 
to susceptibility to scams.

Lack of a centralised platform for 
reporting fraud incidents, resulting 
in confusion or delay in taking 
appropriate action.

Limited visibility into family 
members online activities, raising 
concerns about their exposure to 
digital risks.

Goals

Safeguard personal and family 
digital assets against fraud, scams, 
and data breaches.

Stay informed about evolving 
cybersecurity threats and fraud 
tactics.

Extend digital security measures to 
protect family members' online 
presence.

Report fraudulent activities 
promptly and efficiently to the 
relevant authorities.

Empathy map

SAYS THINKS

All features are useful.

User Interview

The feature list is too long 

and overwhelming, and 

needs merging or grouping

User Interview

They are 'irritated' by 

repeated upgrade 

prompts

User Interview

The Screen Share Alert 

feature is likely giving the 

app access to see my 

screen, which concerns me 

regarding privacy

User Interview

What does this do? (Unclear 

tooltip, indicating lack of 

value clarity)

User Interview Usability Test

I am skeptical because 

device systems (Moto/

Oppo/Redmi) already offer 

similar features

I am unsure whether the 

features are actually ON or if 

the permissions 

successfully enabled them

User Interview User Interview

I 'feel to give up' or 'feel the 

urge to quit mid-way' during 

complex flows

They need 'clearer, stronger 

communication on what 

makes the app worth 

paying for'

Usability Test User Interview

The permissions are too 

many, and I don't 

understand why they are 

required or what value 

they provide

Illustrations, descriptions, 

and captions (like 'Dark Web 

Monitoring') are unclear, 

confusing, or take up too 

much valuable space

User Interview User Interview

The app feels like 'money is 

linked everywhere'

The feature list is too long 

and overwhelming, and 

needs merging or grouping

User Interview

The Screen Share Alert 

feature is likely giving the 

app access to see my 

screen, which concerns me 

regarding privacy

User Interview

I am skeptical because 

device systems (Moto/

Oppo/Redmi) already offer 

similar features

User Interview

The permissions are too 

many, and I don't 

understand why they are 

required or what value 

they provide

User Interview

I am unsure whether the 

features are actually ON or if 

the permissions 

successfully enabled them

User Interview

Illustrations, descriptions, 

and captions (like 'Dark Web 

Monitoring') are unclear, 

confusing, or take up too 

much valuable space

User Interview

DOES

Enables only app-

recommended settings 

rather than exploring to 

browse or manually 

enable all options

Repeatedly clicks multiple 

sections during the 

onboarding permission 

loops

User Interview Usability Test

Misses that cards are 

clickable to expand for more 

details, especially in DWM

Returns repeatedly to 

feature cards (like Scam 

Protection) because they 

don't understand how the 

feature works

Usability Test Usability Test

Uninstalls the app due to 

excessive permissions or 

repeated renewal 

prompts

User Interview

Lost. Confused. Overwhelmed. 

Exhausted during setup

FEELS

Frustrated with repeated steps, 

unclear processes, and permission 

requests

User Interview

Happy and satisfied when they see protection 

actions clearly and when the navigation is 

easy

User Interview

User Interview

Skeptical and Distrustful about privacy, 

especially regarding permissions and the 

app accessing email

User Interview

Unsafe or skeptical about confusing risk 

scores and data misuse

User Interview

Task Flows

Secure Payments Task Flow Steps

Open Secure Payments Feature


 User navigates to the Secure Payments section in the app. 


Enable Secure Payment

 User taps “Enable Secure Payment” 


Grant Permissions (Yes / No)

         System asks for required permissions:


 Overlay

 Accessibility

 Notification


         User chooses Yes or No for each permission.

         If No, feature is not get enabled  


Add Payment Apps

 User selects payment apps to protect (e.g., Google Pay, PhonePe). 


Activate Protection

 System activates real-time protection for selected apps. 


Receive Real-Time Alerts

 User gets system alerts for suspicious transactions or threats. 


Manage or Disable Secure Payment

 User can manage settings or turn off protection anytime.

Start

Open App

First Time 
User?

No

Yes

AI Monitors 
Transaction

Onboarding Dashboard

User 
Decision

Allow Block

Show Alert

Fraud 
Detected?

Yes No

Allow 
Transaction

User Makes 
Payment

Protection Active

Apps 
Added?

Yes No

Add Payment 
Apps

Permissi
ons 

Granted?

Yes
No

Grant 
Permissions

Retry 
Permissions

Complete 
Payment

Block 
Transaction

Show 
Confirmation

End

Wireframes

Design System Management

Visual Designs

Visual Attention Insights (AI-Based Heatmap

Hi-Fi Designs

Fraud App Detection

Risk Score

Protects against spyware, 
scams, and risky apps.

Users can instantly 
understand their device’s 
safety level and how to 
improve it. Microphone & Camera 

Access Alerts

Inspected

While your phone was idle,  
apps secretly tried to access 

your mic and camera

Scans for scam links in web 
and chat, Blocks fake/
malicious QR codes, Tracks 
safe payment interactions

Dark Web Monitoring

Menu
Quick access to key security 
features.

Alerts you if your 
personal data appears 

in a breach.

# Dashboard Screen # Dashboard Screen

Dark Web Monitoring
Notifies you if your sensitive data is 

leaked on the dark web

Fraud Call Alert
Alerts you on receiving a potentially 

fraudulent call.

Scam Protection
Protects you from phishing link scams

Payee Name Announcer
Helps you avoid QR code scams

Unauthorized Access Alert
Alerts you when an app uses Mic/Cam 

while the device is not in use.

Unauthorized Access Alert
Alerts you when an app uses Mic/Cam 

while the device is not in use.

Key Learnings
Designed to make mobile security simple and actionable, the app educates users through clear 
visuals, real-time alerts, and intuitive controls to stay informed, protected, and in control. 

Thank you


